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U.S. Department of Housing and Urban Development L
Office of Inspector General i
451 Tth St.. S.W. L
Washington, D.C. 20410 g ;’f
- il
February 8. 2000 1 '.g"
A
Laurence Storch, Esq- RECE'MF, 3 i
Storch & Brenner, 11P +EB 1 ¢ 2000° ' }:
1001 Connecticut Avenue, N.W. ek 4
Washington, DC 20036 STORGH & ! "
. 'l;
Re:  Susan Gaffney v. The Hamij Securities Group, Inc., L w\
Misc. No 98-92 o
Dear Mr. Storch: ¥ 4
PR AR i
Pursuant to agreed procedures intended to implement Judge Sporkin's Decfmb? 185! U
1998 order, HUD has entered into a contract with Ontrack Data Recovery, Inc., (o apw.vﬁ ure and. sy
copy data from back-up tapes under your possession and control. (Order for Supplies -Wli: o 1!1 . I;f
Services No. SO2000NCAA-0031 is enclosed.) Ontrack recently advised OIG that they LY 6 i
ready to commence performance under the contract. Accordingly, would you please forwand ° "
to Ms. Jeanifer Knutsen, Ontrack Data Recovery, Inc., 6211 Bury Drive Suite 13-21, B e o L
Prairie, MN 56346, the following back-up tapes Jocared in box S00042: Y T |
‘ S
Disk Number Date .y
9/32 10/24/97 s
17/32 10/24/97 A
1/58 03/07/96 -.j?
- 2158 07/13/96 !
3/58 07/21/96 o
458 ° 07/23/96 L
6/58 07/26/96 b
8/58 07129196 .
16/58 08/07/96 o P
17/58 08/07/96 L »
22/58 - 08/18-19/96 N RN
28/58 08/25-26/96 DO 1 :
32/58 ‘ 07/13/96 b '
33/58 07/21/96 = ’
40/58 08/01/96 1 ;
50/58 08/18-19/96 :

56/58 : QR/25-26/96
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Laurence Storch, Esq.
Page 2

":.’ i“i
Pleace contact me at (202) 708-1613, if you have any questions CO“CE’“ﬁé I;-s. .

require any additional information. e

. .."vq.

Sincerely, o

i

ryak Saddler i
Acting Counsel to the Inspector Genﬂ-'r..
.
Iy
Enclosure , !1

.!.ﬂ]’
e T 3
L

ce: Kenneth E. Ryan, Esq. o
Daniel Van Hom, Esq. v
Ms. Jennifer Knutsen
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ORDER FOR SUPPLIES OR SERVICES

MPORTANT: Mark 3it pacRigen and pagera with cONYICL INAIQY order NUMBbars

L v — o=
R STTSETER T

. 0ATE OF QRRER, L ESNTRACT MQ, X ang) CEHRTE I
?j\l 2 2 1399 'l + wang of consionER. | ;!

11
+ ORDER ¥Q, < NEQUISITIGNREFERERCE Wa, Office of the Inspectsr Genezal , 13
jO2UNGNCAA~-DQIL Glaoogennaz b, STREET ADDREES. i ,},ﬁl,',: ‘;rr'- ! R 'i‘
1 ASUING SPPICE Laddras sommpandenca ) ' ; b it i
Wministzation and Quarsight Beanch, ASD. OFC 451 YTH sT.. SW W T
18, 7th Street 5W | - a. STATE !t.' 1
iashongzan OC 20410 RASHINGTON DC ' e
7.7 1, SHiP via: :

LI Rl
1. HAME OF CORTRACTOA, Administzation ard Cvarsight Brangh, ISD. qt's,, i 11,
8. TYPE OF ORGER . S de o
1. COMBANY NARE - 7 o 5

Q. Purchase
Sntrack Data Recovery, Irnc. T (N I
& STREET ASODRESS. Referonce your, Cacent far Ming h-:ﬂ.. AP MVIER  ip
6321 Bugy Ogive. Suite 13i=22 Pivasa Kamieh ma fallowing oR Me Warmg 3nd iy sellvary W Jidjecs B Ineguciens !'
p I Bpncifled on gad cides af thim arder conDlhag e Mo anly of Siiy ferm anu & i
s avy - STATE I P CORE 119 DA Dhve AXICAE Seats, ¥ ARy, MAIUdIng isuel SUN e b o Prms and candioni W
Eden eralne MN E5346 culivary ua inglcaad- e Wb by .‘!‘ X
3. ACCHUNTING AND APFROPRIATIONS Bata 19 REGQUESTING OFFICE . )
10189/960/G101 gffice of the InspecTer Gumeral "
L]
11, BUSINESS CLASSIFICATION [Cnock 3p9rEprate boR{as]i o s By ”
Fa. sl (J v, OTHER THAN SMALL [] c. DISADVANTAGED O ¢, uerkr<cwneD '
o— e —— e r
12 F.O.B. POINT V4. GAVERMENT B NO, 13, DELIVER T F.0.0. pOT | 16 DISCOUNT TERME 4!
Yaszination QN QR BEFORE (Dawm} 1
os3 .

" PLACE OF Q87303000 NES/30 4
A INIEPEETION b, ASCEPTRNCE | :
SagTirktion PesTinatian ~ ”
17. SCHEDULE (Ewe myverse 157 Rejeclana) — . N
TEA NG < 3UPPLIES OF SERVICES QUANTITY | uniT DT | AOURT | ey
n 1] CADERED o} PRICE m nc:‘.mrm !

[15] m L]

ocoL CQMBUTER EVIOENGE SCRVICELS 1.00fEA, 515,000.049) S513,00D.0¢| .f
AL, WORK SHALL BE gSaVIIED IN ACTIRRANCE WITH THE ATTACHED ‘
STATEMENT OF WORK- . . - civevarnrsacoccaannnn P enee e Lo .
GOVERAMMENT TESHNICAL REPRESZNTATIVE: JOSEPH WARAN (Z32} N t
108-5327 EXT. 16C. !

\
DATA CAPTURE: 3400 PER TAPE ;
CD CQPLES: 400 PER TAPE FOR 2 COPIES '
. ' 1- :
$350 FOR MORE THA : !
I TARES CERTIFIED TRUE {OFY, i
CD-ROM: 57.50 : QL |
ggsm?% 5350 PER HOUR FOR ENGINEERING & : ! :
UIRE! TIMONY: $5.000 PER DAY + EXPENSES ,ontqac:mz v ,
FOR QNSITE TESTIMONY: 5250 PER HOUR FOR ' |
TELEPHONE TESTIMONY, '
If you have apy questions. please conract Caderina B Plukney ot Q021 7081772 oxt. 7115 l'i _ ;

1B. SHIPPING PQINT 19. GAGSS SHIPPING WEIGHT 0. NVQICE MO A Yoo -
| O NG T L
21, AL IWVOICE TG: a propey

S2ABLUNG | NamE "

INSTRLCTIONS | ET. HORTH ACCOUNTING CENTER o
0

REVEASE. | 4. STREZT AQORESS (OA A.0 Bany oo Wy

s.a. Box 901013 : “Tﬁ X Ao
ol o ST4TE o 2P CO0E 513,009.90
. WomsH 'T)/) 76191 SRR

- 1. Nanl€ Typma oot

C ’ "
To. WWTED STATES OF 2mERCa / " ! . ;
37 {Signdiwe) é/xzz./ %C‘(_{_w_{fi_ Amella £ MEZorm,ck -
C P

THLE. SS~TRACTIRCOADERNG OFPCER
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STATEMENT 0F WORK

! I { ; e
1 This project is to carry out the provisions in the dpurggﬁft : '

order of December 18, 1998, in Gaffney v. Hamilton,K et aﬁu,vp :
District Court, D.C., Misc. Case Na. 98~92 (Judge Stanley 1&

3

sporkin), at cection 3, page € (attached). roog Lq
Y
2 The Special Masters listed below, who were appointtd'b§

,_
i
|

-S" A oy
court in the azbove matter, are charged with oversight of this'{'
ratter: . }

Irving ¥. Pollack, ==g. N ‘
Laurence Steoreh, Esq. . i{ﬂiis /
Special Masters ' ng‘w*r '
Sterch & Brenner LLF T
1ith Fleor , [§j Y )
1001 Connacticut hvenue, N.W. . JT%, f
Washingten, D.C. 20036 T .
Phone: (202) 452-0900 Fa b ;
. . . o g ',
pt all times ONTRACK and 1ts persannel shall ablde by th P

determinations of the Special Masters and follcw the ins#rugt}gpé
ef the Special Masters in all respects and without delay} apdﬁ’?[
Gill urdertake no tasks without the prior vwritten approvel ggiﬁhe
Special Masters in this matrter. - ;,f¥ﬁ{1

-

5. ABSENCE OF CONFLICTS OF INTEREST: ONTRACK acknoulngg;;{%;é :
it has raceciwed information concerning the interested pa&tieé} y" '
communications from HUD office of Inspector General (OIG) dated
February 22, 1398 and April 12, 1899, states that it has gﬁnl
performed 2 conflicts check concerning the infermation proviqu,
2nd that it hazs determined that it has no conflicts as to ;hﬁgj
engacement with respsct to the parties and entities ideﬁti{iﬁdw'ﬁ ;
therein. ~rher, ONTRACK will no< provide services to zny A '
person or eniity in the future thzt cenflict with this Ly
engagemsnt. Nothing herein skall prohibit the OIG from retaining

ONTRACK to perform additiona '

1 work ralzted to this matter. L

.
1t
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i B
4. THZ ENGAGEMENT: ONTRACK will provide computer evidence g
services as follows: »

a. PHASE I - Data capture: § 400 per taps. R B

s . ﬁ%':

For 10+-20 backup tapes designated by the EUD ©OIG anéﬂﬁ :

submitted To ONTRACK by the Speclal Masters, ONTRACK, ) X

will: ?ﬁgl

i. Duplicate tapes. ONTRACK will create a copy °ﬁ$t ;
eact tape to werk from rather than working froiﬁg : e
ard potentially damaging the criginal. This cdﬁ?
vill pe made on ontrack’s servers and vill be ¥
deleted upon completion of the prejsct or upen (| |
request of the Special Masters, whichever cc:urgf
first. 2 nocarized statement in 2 form:t YWho
acceptable to The Special Masters will be provided
te the Special Masters &t that time stating thag:
al)l copies of the data craated by ontrack have
either been destzoyed or provided to the Specizl) '
Masters. , N

i

R

ii. catalegue the tapes in order to determine vhat -
data is on the tapes. E

4ii. Res=ore the data. ONTRACK wil) restore 2ll
documents an the Tapes to accessible status.

L .
o= sme=m ~a -

iv. Run 2 file listing report identifying what L f
applications zre on each tape (i.e., cc:Meil, ﬂ;r '
croupWise, Callabra Share. optus, WORD, DACEASY-: .
accounting software, SOLOMONS accountinrg systen;;: ;
- EXCEL, ACCESS, POWERPOINT, PROJZCT, FACSYS, angd’} _'
cuch other applications as ONTRACK 1s zkle to A
. identify). and the approximate volune of data ;ﬂr_

each application scource on each tape. :y

-
v. Run file ID program to identify what tre file AL
types are. e

B .
vi. Provide a written repert to the Special Masters:’ | I
_containing the information obtaired frem the above .
steps, ircluding the applications orn ezch tape | ?
(frox the list indicated in 4.2.1v. 2dova, and. gny
ather applications that ONTRACK is sble To L
identify), the approximate volume of data for each
application source on each tape, and what vievers
are required tc read data on each Tape. 1

ONTRACK will complete PEASI I vithir 30-45 days of
receipt of the original tapes, barring unfcreseen .
civaumstances. ONTRACK will meintair the original -,

\
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tapes until further instructions from the SPeciali Fi

Masters. _,.gf
e
PHASE II - CD copies: $400 per tape for 2 copiepg%;
more than 20 tapes are coplied. the cCopY per tape will
decrease to § 350 per tape. 8
For tapes designated by HUD Office of Inspector Géj?ral
for capying following receipt of results from PHAS

ONTRACK WwWill: ; igkﬂ

i. Create only two (2) copies on CD-rom of all d %a
on each tape selected, without any change in.fgi
original; 'JN

ii. cCertify that the twvo copies created contain thg
exact file data extracted from the original tapes;

and I

iii. Provide the two copies, along with all the
original tapes, direetly to the Special Maste#ﬁ.
: o

ONTRACK estimates the cempletion of PHASE IT will t;ke
five (5) days per tape.

oo

INSTRUCTIONS GOVERNING BOTH PHASES: b

1) ONTRACK shall not alter the original tapes iﬂrﬂny
way; .

2)  ONTRACK shall conduct no analysis or review of the
information on the tapes, except as specified &

above; Lo
L
e
3) ONTRACK shall make no copies of the tapes, oﬁﬁthe
N information contained therecn, except as specified
above; i

4) ONTRACK shall maintain its findings in canfidé%ce,
and shall not provide any information about the .
data contained@ on the backup tapes to anyonefgﬁher
than the Special Masters, absent a court order
instructing it to do so; in this regard, ONTRACK
states that it has read the attached court order,
and promises that it will abide by the Order?ﬁpd
the inetructions at page 6 of the Order;

5) ONTRACK shall maintain strict security, chain-of-
custody procedures, and ather forensic safaequards
with respect to sugh tapes and ceples;

6) Following the conclusion of Phase II of the

~ e -

- e - e n
- T A g E . '] Tem]
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~1
.

ADDITIONAL SERVICES: o

a. Deliverables: 1 CO-ROM = $7.50. 650 MB fills 1 CDSQ:

. Inspectar Gener2l for
* Upon verifiecation of the receipt of the deliverebles/ o

project, ONTRACK shall return the original tapi
together with both CD copies, directly to the
Special Masters. Further, upon conclusion of

project or upon request of the Special Maste;SHg'
whichever occurs first, ONTRACK shall provide |

N

notarized statement as indicated in 4.2.1. abag

oA

Jh

ONTRACK advises that, depending upen amount of data,:CD
may not be the best choice. e

b. conversion: To be detarmined by custemer if tnis' &;l

service is required. ONTRACK advises that CD-ROM N
copies of E-mail will reguire user fo have exzct COpY.
and version of E-mail applications up and running iRd
order to view E-mail. ONTRACK can convert dzta to .(pST
format if required. ONTRACK can alse convert this daca
to a TIFF format, vhich eliminates the need to have'all
the applications. Additional fees 2pply if require?ﬂ
L

c. cConsultatisn: $250 per hour. ‘}

4. CEngineering required testimony: $5,000 per day plus -

Bxpenses for onsite testimony; $250 per hour for
telephone testimony.

4

|
a. Freight: Fedaral Express two-dzy delivery. &ﬂ
INVOICING AND PAYMENT: J Ir

Upar ONTRACK’s delivery to the Special Masters of the
products for each phase, ONTRACK will inveice HUD Office] of
the vork performed for that phase.:

o

L i e

products for that phase, HUD Office of Inspector General’
will certify the completion of work for that pnhase 2nd q;il
’

cause payment to be made te ONTRACK in accordance vith 48]
CFR Ch, 1, Subpart 32.9. 'TJ

—

r

SHIPPING REQUIREMENTS: ?h

a, When services are complete, ONTPACK will ship via’ ;ﬁ
Federal Express for two=day delivery. S

b. ONTRACK will deliver all materials and informationfﬁﬁ
the Special Masters 2t the address listed in Item qﬁ 2
above. i,

Ad
MODIFICATIONS: Any modifications to the Statement of Werk
nust be in writing and agreed to by HUD before 2any uork:ip
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A e Yy
™ .
r

connecrion with the proposed modificatior progresses. If
ONTRACK reguests a modification, ONTRACK should contact’
Joseph Haban, Special Rgent ir Charge, Special
Investigations Division, HUD office of Inspecter Genera}
(202) 708-5227, ext. l6Q.
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